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ABSTRACT

The proliferation of Internet of Things (IoT)
devices in domestic environments has
introduced significant security challenges that
extend beyond data protection to include
physical safety concerns. While smart devices
offer  unprecedented  convenience  and
automation, their rapid development often
prioritizes functionality over security rigidity.
This paper presents a comprehensive security
analysis of Wi-Fi controllable smart bulbs,
revealing critical vulnerabilities in their
authentication mechanisms. Through systematic
penetration testing utilizing a mobile robot
platform, we demonstrate the ability to gain
unauthorized control of smart lighting systems
without legitimate credentials, successfully
manipulating device states across multiple test
scenarios with success rates ranging from 78%
to 94%. The research methodology employs
network traffic  analysis, communication
protocol reverse engineering, and exploitation
script development to bypass security measures.
Our findings indicate that fundamental design
decisions prioritizing user experience over
security create exploitable vulnerabilities, even
in devices operating on ostensibly secure
networks. We propose a multilayered security
framework encompassing device-level
improvements, network protection measures,
user awareness strategies, and industry
standardization efforts to address these
vulnerabilities. This research highlights the
urgent need for security-by-design principles in
IoT development and contributes to the evolving
understanding of smart home security
implications.

www.ijesat.com

Keywords

Internet of Things (IoT); Smart Home Security;

Penetration Testing; Wi-Fi Security;

Authentication Bypass; Mobile Robot Platform;

Network Security; Unauthorized Access; Smart

Lighting; Security Vulnerabilities

1. INTRODUCTION

Smart lighting systems are particularly
interesting from a security perspective because
they often represent the first loT devices that
consumers introduce to their homes, creating
what Ling et al. (2017) call the “gateway effect”
for broader smart home adoption. Despite their
seemingly simple functionality, these devices
operate on complex networking principles and
communication protocols that can harbor
exploitable ~weaknesses. According to a
comprehensive analysis by Ali et al. (2020), Wi-
Fi-controlled smart bulbs often implement
simplified  authentication mechanisms to
enhance user convenience, inadvertently
creating security gaps that malicious actors can
exploit.
This research focuses specifically on Wi-Fi
controllable smart bulbs as a representative case
study to investigate the inherent vulnerabilities
in smart home devices and their potential for
unauthorized access. The primary objectives of
this study are to:

1. Analyze the communication principles
between smart bulbs and their client
applications

2. Develop and test a methodology for
identifying security vulnerabilities in these
systems

3. Demonstrate through practical
experimentation how unauthorized control
can be achieved
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4. Propose effective countermeasures to
enhance the security of smart lighting
systems

By employing penetration testing methodologies
that simulate potential attack scenarios, this
study aims to highlight the critical importance of
security considerations in the rapidly evolving
IoT ecosystem. As Zhou et al (2019)
emphasize, understanding attack vectors is
essential for developing robust protection
strategies. Through a detailed technical analysis
and practical demonstration, this paper
contributes to the growing body of knowledge
on IoT security while providing valuable
insights for manufacturers, developers, and
consumers alike.

The remainder of this paper is organized as

follows: Section 2 reviews relevant literature on

smart home security; Section 3 establishes the
theoretical framework for IoT communication
principles; Section 4 details the methodology
employed; Sections 5-8 present the technical
analysis, script development, experimental

setup, and attack demonstration; Section 9

reports the results; Section 10 discusses the

implications; Section 11 offers security
recommendations; and Section 12 concludes
with a summary of findings and directions for
future research.

2. LITERATURE REVIEW

Evolution of Smart Home Devices

The concept of home automation has evolved

dramatically since its early manifestations in the

1970s (Alam et al., 2012). The initial systems
were  primarily  hard-wired, expensive
installations focused on basic functionality such
as lighting control and home security. With the
advent of wireless technologies and the
proliferation of internet connectivity, smart
home devices have undergone significant
transformation in terms of accessibility,
affordability, and functionality (Marikyan et al.,

2019). Brush et al.(2011) documented this

evolution, noting that the shift from proprietary
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systems to open platforms has been a crucial
factor in the widespread adoption of smart home
technology.

The modern smart home  ecosystem
encompasses a diverse range of devices
including lighting, thermostats, security
cameras, and appliances. According to Wilson et
al. (2017), lighting solutions represent the entry
point for many consumers into the smart home
market due to their relative affordability and
straightforward installation. This aligns with
adoption patterns identified by Park et
al. (2018), who found that 67% of smart home
users begin with lighting systems before
expanding to other connected devices.

Security Standards for IoT Devices

Despite the rapid market growth, security
standards for IoT devices have struggled to keep
pace with technological advancement. Alrawi et
al. (2019)  conducted a  comprehensive
assessment of existing security frameworks for
smart home platforms and identified significant
inconsistencies across manufacturers and device
categories. Their findings revealed that while
certain industries such as healthcare have
established robust security protocols for
connected devices, the consumer IoT market
largely operates with voluntary compliance to
security guidelines rather than mandatory
standards.

The European Union Agency for Cybersecurity
(ENISA, 2019) published baseline security
recommendations for loT devices, emphasizing
the need for security-by-design principles.
Similarly, the National Institute of Standards and
Technology (NIST, 2020) released guidelines
for [oT device manufacturers that address core
security requirements. However, as noted by
Morgner et al. (2018), the implementation of
these  guidelines  remains  inconsistent,
particularly among manufacturers prioritizing
time-to-market and cost considerations over
security robustness.
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Vulnerabilities in Smart Lighting Systems
Research specifically examining the security of
smart lighting systems has identified several
common vulnerabilities. Zhang et al. (2020)
classified these vulnerabilities into three primary
categories: communication protocol weaknesses,
authentication flaws, and firmware deficiencies.
In their analysis of popular Wi-Fi-controlled
smart bulbs, they found that 82% exhibited at
least one significant security vulnerability that
could potentially allow unauthorized control.
Ronen et al. (2017) demonstrated a particularly
concerning attack vector against ZigBee-based
smart lighting systems, where they were able to
trigger a chain-reaction vulnerability that could
potentially affect entire neighborhoods of
connected lighting systems. This research
highlighted the potential for cascading failures
in interconnected IoT ecosystems. More specific
to Wi-Fi-based systems, Kafle et al. (2017)
identified weaknesses in the implementation of
the Wi-Fi Protected Setup (WPS) protocol
commonly used in smart bulbs, which could
allow attackers to gain unauthorized network
access.

The security implications extend beyond just the
compromise of individual devices. As
Bandyopadhyay and Sen (2011) noted,
vulnerable smart devices can serve as entry
points to broader network infrastructure,
potentially  exposing  sensitive  personal
information and other connected systems to
unauthorized access. This concern was
empirically validated by Apthorpe et al. (2017),
who demonstrated that network traffic analysis
from smart home devices, including lighting
systems, could reveal user activities and
behaviors even when the communication was
encrypted.

Attack Methodologies and Penetration
Testing Approaches

Several methodologies have been developed to
assess the security of IoT devices through
systematic penetration testing. Tekeoglu and
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Tosun (2015) proposed a comprehensive testbed
specifically designed for evaluating loT device
security, which has since been adapted for
various device categories including smart
lighting. Their approach emphasizes the
importance of examining both hardware and
software components to identify potential
vulnerabilities.

Building on this framework, Siboni et al. (2019)
introduced a dynamic security testing
methodology that addresses the unique
challenges of IoT environments, including
resource constraints and diverse communication
protocols. Their research provided valuable
insights into effective penetration testing
strategies for smart home devices, highlighting
the importance of context-aware testing
methodologies.

In the context of wireless network security,
Miettinen et al. (2017) developed automated
methods for identifying and fingerprinting IoT
devices within a network, which has significant
implications for both security assessment and
potential attack vectors. This approach allows
for the systematic identification of vulnerable
devices without prior knowledge of the network
infrastructure,  representing a  potential
methodology that could be employed by
malicious actors.

Research Gaps and Contribution

Despite the growing body of literature on loT
security, several research gaps remain. First, as
noted by He et al. (2018), there is limited
empirical research documenting real-world
attacks against consumer IoT devices,
particularly using physical proximity methods
such as mobile attack platforms. Second, the
specific vulnerabilities of Wi-Fi-controlled
smart bulbs have received less attention
compared to other protocols such as ZigBee and
Bluetooth (Ling et al., 2017).

Furthermore, Yu et al.(2019) identified a
significant gap in research addressing the
practical implementation of theoretical attack
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vectors, noting that many security analyses
remain conceptual rather than demonstrative.
This  highlights the mneed for practical
experimentation to  validate  theoretical
vulnerabilities and assess their real-world
implications.

This study addresses these gaps by providing an
empirical ~demonstration of  vulnerability
exploitation in Wi-Fi-controlled smart bulbs
using a physical attack vector (robot-based
approach). By documenting both the
methodological ~ approach  and  practical
outcomes, this research contributes to the
growing body of knowledge on IoT security
while providing actionable insights for
improving the security posture of smart lighting
systems specifically and IoT devices more
broadly.

3. METHODOLOGY AND

TECHNICAL ANALYSIS
3.1 Theoretical
Communication Principles

Smart home devices typically operate on a
client-server architecture where the user

Framework and

interface (client) communicates with the device
(server) through standardized protocols (Ling et
al., 2017). In the case of Wi-Fi controllable
smart bulbs, this communication typically
occurs over HTTP or HTTPS protocols, with
authentication mechanisms ranging from basic
username/password combinations to more
sophisticated token-based systems (Alrawi et al.,
2019).

Understanding the fundamental communication
patterns between smart devices and their control
applications is essential for analyzing potential
security vulnerabilities. As illustrated in Figure
1, the typical interaction flow between a user
and a smart light involves multiple components,
each presenting potential security challenges.
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Figure 1: Smart Light Control Flowchart
Figure 1 illustrating the request-response pattern
between client application and smart bulb server
when controlling device state.
The standard control flow begins with a user

action in the client application, which generates
a request to the smart bulb’s embedded server.
This request typically contains command
parameters and authentication credentials. The
server processes this request, validates the
authentication, and executes the appropriate pin-
level changes to control the physical light. This
cycle repeats for each user interaction, creating
multiple opportunities for security breaches if
any component of the communication chain is
compromised.

Vulnerability assessment in loT devices requires

understanding specific attack vectors that exploit

weaknesses in this communication flow.

Tekeoglu and Tosun (2015) categorize these

vectors into:

1.  Network-level vulnerabilities (e.g.,
unencrypted communications, weak Wi-Fi
security)

2. Application-level vulnerabilities (e.g.,
insufficient authentication, insecure API
endpoints)

3. Device-level vulnerabilities (e.g., insecure
firmware, hardcoded credentials)

Our research methodology focuses primarily on

the first two categories, examining how network

traffic interception and analysis can potentially
lead to unauthorized device control.
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3.2 Penetration Testing Approach
To systematically evaluate the security posture
of Wi-Fi controllable smart bulbs, we employed
a structured penetration testing methodology
adapted from Siboni et al. (2019). This approach
consists of five primary phases:
Reconnaissance: Identifying target devices and
understanding their technical specifications
Scanning: Detecting active devices and
analyzing network configurations
Vulnerability Assessment: Identifying potential
security weaknesses
Exploitation: Attempting to leverage identified
vulnerabilities
Documentation: Recording findings and
reproducibility steps
This methodology allows for a comprehensive
security assessment that mimics potential real-
world attack scenarios while maintaining ethical
boundaries. As shown in Figure 2, the initial
scanning process follows a systematic flow to
identify and target vulnerable devices.

[User clicks "Turn On" buttnn)

(Client sends "Turn On" reguest to 5erver)

Server returns instruction
to contrel pin change
(Smart light turns on)

(User clicks "Turn Off" buttnn)
(Client sends "Turn Off" request to seruer)
Server returns instruction

to control pin change

[Smart light turns nff)

Figure 2: Decoding Script Control Flowchart

Decoding Script Control Flowchart depicting the
process of scanning for, identifying, and gaining
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access to target Wi-Fi networks associated with
smart lighting systems.

The reconnaissance phase involved collecting
technical specifications of popular consumer-
grade Wi-Fi smart bulbs, with particular
attention to communication protocols, default
security configurations, and known
vulnerabilities documented in public security
databases. Based on market prevalence and
accessibility, we selected a representative smart
bulb model that utilizes direct Wi-Fi
connectivity rather than requiring a separate hub
device.

3.3 Equipment and Experimental Setup
The experimental setup consisted of the
following components:

Target Device: A commercially available

Wi-Fi controllable smart LED bulb (model

withheld for security reasons)

Mobile Robot Platform: A programmable

robot equipped with:

—  Raspberry Pi 4 Model B (4GB RAM)

—  Wi-Fi adapter with monitor mode

capability

—  Battery pack for autonomous operation

—  DC motors with driver board

—  Ultrasonic  distance  sensors  for

navigation

Control Station: Laptop running Kali Linux

for remote monitoring and control

Test Environment: A controlled laboratory

setting  simulating a  typical home

environment
The mobile robot platform was programmed to
autonomously navigate toward the vicinity of
the target Wi-Fi network, maintain a stable
position within signal range, and execute the
scanning and exploitation scripts. This approach
simulates a realistic attack scenario where
physical proximity might be achieved through
an unattended robot or device placed near the
target network.
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3.4 Smart Bulb Communication Analysis
Prior to developing exploitation techniques, we
conducted a thorough analysis of the
communication patterns between the legitimate
client application and the smart bulb. Through
packet capture and analysis using Wireshark, we
identified the following key characteristics:

1. Device discovery mechanism utilizing
mDNS/Bonjour protocols

2.  HTTP-based control API with JSON-
formatted command structures

3. Simple authentication mechanism utilizing
a device-specific token

4. Unencrypted command transmission for
basic functions (on/off, brightness)

Of particular interest was the standard control

flow for the on/off functionality, which followed

a predictable HTTP request pattern. As

illustrated in Figure 3, the script-based control

mechanism mirrors this legitimate

communication flow but bypasses the

authentication requirements.

(Import requests Iibrary)

Turn On Light '
Send GET request '

¥ ¥

Request message

Turn Off Light '
Turns light enfoff

Figure 3: Flow Chart of Code Control Principle
Flow Chart of Code Control Principle
demonstrating the structure of the exploitation
script and how it bypasses normal authentication
procedures to control the smart bulb.

Send request message
to "Turn On" server

Send request message
to "Turn Off" server
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Our analysis revealed that while the initial
device setup required secure authentication,
subsequent control commands often relied on
simplified checking mechanisms that could
potentially be circumvented. This aligned with
findings by Zhang et al. (2020), who noted that
many consumer loT devices prioritize seamless
operation over rigorous security validation.

3.5 Script Development and Exploitation

Technique

Based on the communication analysis, we
developed a two-stage attack script:
Network Identification Script:

—  Scans for available Wi-Fi networks

—  Identifies networks likely associated
with smart home devices based on SSID
patterns and signal characteristics

—  Attempts to determine security settings
and potential vulnerabilities

Device Control Script:

—  Searches for smart bulbs on accessible
networks using standard discovery
protocols

— Captures and analyzes legitimate
control packets

—  Replicates command structures with
modified authentication parameters

—  Sends forged control commands directly
to the device IP address

The core functionality of the exploitation
technique relies on replicating the legitimate
communication  pattern  while  bypassing
authentication. The Python script utilizes the
requests library to send properly formatted
HTTP GET requests to the device’s control
endpoints, as shown in the simplified code
excerpt below:
import requests
def control light(device ip,
command) :

"""Send control command to
smart Light"""

if command.lower() == "on":

endpoint =
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f"http://{device_ip}/control?cmd=tu
rn_on"
else:
endpoint =
f"http://{device_ip}/control?cmd=tu
rn_off"

try:
response =
requests.get(endpoint, timeout=5)
if response.status_code ==
200:
print(f"Successfully
sent {command} command")
return True
else:
print(f"Failed to send
command: {response.status code}")
return False
except Exception as e:
print(f"Error: {e}")
return False
This simplified implementation demonstrates the
fundamental approach of sending direct HTTP
requests to the device control endpoints. In our
actual implementation, additional parameters
were included to mimic legitimate requests more
accurately, including device-specific identifiers
captured during the network analysis phase.
3.6  Ethical Considerations and Research
Boundaries

Throughout this research, strict ethical

guidelines were followed to ensure responsible

vulnerability disclosure and prevent misuse of
the findings. The following precautions were
taken:

1. All testing was conducted in a controlled
laboratory environment with devices
owned by the researchers

2. No actual attacks were performed on
devices without explicit consent

3. Specific exploitable vulnerabilities that
remain unpatched are not disclosed in
detail
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4. Manufacturer notifications were sent
through responsible disclosure channels
prior to publication

5. The robot platform was constrained to
operate only within the laboratory
environment

These boundaries ensured that while the

research demonstrated realistic attack scenarios,

it did not provide a direct template for malicious
exploitation. This approach aligns with
established ethical hacking practices as outlined

by He et al. (2018).

4. SIMULATION AND ANALYSIS
4.1 Experimental Setup

The experimental setup was designed to

simulate a realistic attack scenario in which an

unauthorized party attempts to gain control of a

smart lighting system without legitimate access

credentials. We constructed a mobile robot
platform capable of approaching the target
network autonomously, identifying vulnerable
devices, and executing exploitation scripts.

4.2 Hardware Components

Our experimental platform consisted of the

following components:

Target Device: Commercial Wi-Fi controllable

smart LED bulb (specific model withheld for

security reasons), Standard E26/E27 socket
connection, 2.4GHz Wi-Fi connectivity, Full

RGB color spectrum and dimmable capabilities,

Official companion mobile application

Mobile Robot Platform: Chassis: Modified

4WD robot platform with differential steering,

Microcomputer: Raspberry Pi 4 Model B (4GB

RAM), Wi-Fi module: Alfa AWUSO036ACH

with external antenna (supporting monitor

mode), Power system: 10,000mAh battery pack
enabling 4+ hours of continuous operation,

Sensors: HC-SRO04 ultrasonic distance sensors

(x3) for obstacle avoidance, Motors: 12V DC

motors with L298N driver board, Additional

components: Custom 3D-printed mounting
brackets for equipment
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Control Station: Laptop running Kali Linux .1,
Custom monitoring dashboard for real-time
robot telemetry, Wireless communication link
for remote operation and data collection

T e

(HC-SR04) for
obstacle avoidance

L298N MOTOR

WIFI ADAPTER DRIVER

RASPBERRY PI 4 BATTERY

(4GB RAM) running custom software 10, 000mAh

Figure 4: Mobile Robot Platform Configuration
illustrating the key components used for the
autonomous penetration testing system.

4.3 Software Environment
The software stack deployed on the robot
platform included:
Operating System: Raspberry Pi OS (64-bit,
headless configuration),
Network Analysis Tools: Aircrack-ng suite for

wireless network scanning and analysis,
Wireshark for packet capture and protocol
analysis, Custom Python scripts for device
identification and targeting.
Exploitation Framework: Scapy library for
packet manipulation, Requests library for HTTP
transactions, Socket programming for direct
TCP/IP communication,
Control Software: ROS (Robot Operating
System) for navigation and sensor integration,
Custom automation scripts for mission
execution, Remote command and control
interface
Network Configuration
The testing environment was configured to
represent a typical home network setup:
Router: Standard consumer-grade Wi-Fi
router with default security settings
Network Topology: Primary network:
2.4GHz Wi-Fi (WPA2-PSK protected), Guest
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network: 2.4GHz Wi-Fi (Open for visitor
access), Smart device network: 2.4GHz Wi-Fi
(WPA2-PSK protected)

Connected Devices: Smart bulb (target
device), Smartphone with control application,
Additional IoT devices for realistic network
environment, Standard computing devices
(laptop, tablet)

Test Scenarios and Parameters

We designed multiple test scenarios to evaluate

different aspects of the security vulnerability:

1. Scenario A: Robot approaches from
outside Wi-Fi range and attempts to locate
and exploit the target device

2. Scenario B: Robot positioned within Wi-
Fi range but without network credentials

3.  Scenario C: Robot with access to guest
network attempts lateral movement to
smart device network

4. Scenario D:  Multiple
exploitation attempts to test system

concurrent

resilience
For each scenario, we measured the following
parameters:
Time to successful exploitation, Success rate
across multiple attempts, Detection indicators
(if any), System response characteristics,
Recovery behavior after attack cessation
Data Logging Methodology
All experimental data was systematically
collected and stored:
Network Traffic: Full packet captures in PCAP
format
System Logs: Timestamped events from both
target and attack systems
Robot Telemetry: Position data, signal strength
measurements, and system status
Video Documentation: Complete test runs
recorded for analysis
Command History: All executed commands
with timestamps and return codes
4.4 Attack Demonstration
The attack demonstration followed a structured
methodology designed to simulate the approach
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and exploitation techniques that could be

employed by malicious actors. The process

consisted of four distinct phases, each with

specific objectives and technical approaches.
4.2.1 Approach  Phase  (Robot

Navigation)

The mobile robot platform was programmed to

navigate autonomously toward the target

network using signal strength as a heuristic

guide:

1. Initially positioned 50 meters from the
target location

2.  Equipped with directional antenna for
enhanced signal detection

3.  Programmed to approach incrementally,
stopping every 5 meters to scan for
networks

4. Utilized RSSI (Received Signal Strength
Indicator) values to optimize positioning

5. Implemented obstacle avoidance using
ultrasonic sensors

The approach algorithm employed a hill-

climbing technique, continuously measuring

signal strength and moving in the direction of

increasing strength until an optimal position was

achieved. This simulates a scenario where an

attacker might deploy a mobile platform near a

target location without requiring physical access

to the premises.

python

# Simplified pseudocode for

approach algorithm

def

approach_target_network(target ssid

):
while True:

current_position
get _current_position()
signal_strengths
scan_networks()

if target ssid in
signal_strengths and
signal strengths[target _ssid] >
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THRESHOLD:

print("Optimal position
reached")

return current_position

best_direction =
determine_direction_of_strongest_si
gnal(signal_strengths)

move_robot(best_direction,
STEP_DISTANCE)

if detect obstacles():
avoid_obstacles()
4.2.2 Network Identification and
Targeting
Once positioned within range of the target
network, the platform executed the network
identification phase:
1. Passive scanning to enumerate all visible
wireless networks
2. Identification of networks likely associated
with smart home devices based on:
—  SSID naming patterns (e.g., containing
terms like “smart,” “iot,” “home”)
—  Manufacturer-specific MAC address
prefixes
—  Beacon frame characteristics
3. Classification of network security features
4. Identification of connected devices through
ARP scanning and mDNS queries
The network identification process revealed that
the target smart bulb was connected to a WPA2-
protected network but was responding to
discovery protocols on standard ports. This
allowed for device fingerprinting without
requiring network credentials.
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Beacon frame analysis

Collected Date: .
— Hetwork S5IDs :rm | m“ I ’
= ETEmalE] s - Systems Identified

- Signal Strengths

Figure 5: Network Identification Process
showing the sequence of steps used to identify
and classify target networks containing smart

home devices.

4.2.3 Unauthorized Access

Execution
Based on the information gathered in the
identification phase, the platform executed a
specialized exploitation technique targeting the
smart bulb’s communication protocol:
1. Monitoring legitimate traffic between the
official application and the smart bulb
2. Capturing and analyzing control packet
structures
3. Identifying patterns in command sequences
and authentication methods
4. Developing a replay mechanism for
captured commands with  modified
parameters
Analysis of the captured traffic revealed that
while the initial pairing process used robust
security measures, the ongoing control
commands were transmitted using a relatively
simple structure that could be replicated without
full authentication credentials. This vulnerability
stems from the device’s design prioritizing user
convenience over stringent security validation.

4.2.4 Control Command Injection

The final phase involved the actual exploitation

by injecting forged control commands:

1. Direct transmission of crafted HTTP
requests to the device’s control endpoints

2. Manipulation of device state (on/off
toggling) without user authorization
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3. Escalation to more complex commands
(color change, brightness adjustment)

4. Testing command persistence across
device reboots

The execution utilized a Python script that

constructed and transmitted properly formatted

HTTP requests to the device’s control API. The

script was designed to mimic legitimate

application behavior while bypassing the

authentication requirements:

Code Control Principle

Normal Authentication Flow Exploitation Flow

User Authentication

Network Traffic Analysis

rAuthentication Bypass

kommands without validating ful
buthentication when received vig s
direct HTTP requests to control Direct HTTP Request to
Control Endpoint

endpoints.
I

requests.get(
“http://{device_ip}/controi?
cmd=turn_on")

Server Validates Token

Unauthorized Control
Success Rate: 78-94%

Figure 6: Flow Chart of Code Control Principle
Figure 6 demonstrating the structure of the
exploitation script and how it bypasses normal
authentication procedures to control the smart
bulb.

4.5 Results
The experimental results demonstrated a
concerning level of vulnerability in the tested
smart lighting system. Across multiple test
scenarios and repeated trials, we documented
consistent ability to gain unauthorized control of
the target device.

4.3.1 Success Rate of Attacks
The success rate varied by scenario and attack

vector:
Average
Success Time to
Scenario Description Rate Exploit
A Outside 78% 7.4
Wi-Fi range minutes
approach
B Within 94% 3.2
range, no minutes
credentials
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Average
Success Time to
Scenario Description Rate Exploit
C Guest 89% 4.8
network minutes
lateral
movement
D Multiple 82% 5.6
concurrent minutes
attempts

The high success rates across all scenarios
indicate a fundamental vulnerability in the
device’s authentication mechanisms rather than
an opportunistic exploitation of environmental
factors. Scenario B demonstrated the highest
success rate, suggesting that proximity to the
target significantly increases the likelihood of
successful exploitation.
4.3.2 Response Times and System
Behavior
The target system exhibited consistent and
predictable behavior when subjected to
unauthorized commands:
1. Command Execution Latency:
—  Average response time to legitimate
commands: 0.82 seconds
—  Average response time to forged
commands: 0.86 seconds
—  Difference not statistically significant (p
>0.05)
2. System Stability:
—  No observable crashes or malfunctions
during testing
— Device remained responsive to
legitimate commands during and after
attacks
- No automatic security countermeasures
detected
3. State Persistence:
—  Unauthorized state changes persisted
until explicitly reversed
—  Device retained last commanded state
after power cycles
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—  No error logs or alerts were generated
on the control application
433 Reliability of the Exploitation
Method
The exploitation method proved highly reliable
across different testing conditions:
1. Environmental Factors:
—  Method remained effective across
varying distances (5-30 meters)
—  Performance consistent across different
times of day
—  Minimal interference from other
network traffic
2. Device Firmware:
—  Tested across three firmware versions
(including latest available)
—  No security improvements observed in
newer firmware
—  Exploitation success consistent across
versions
3. Operational Consistency:
— Commands executed with 97%
reliability once exploitation established
—  Connection maintained for extended
periods (4+ hours) without degradation
—  Method remained effective across
multiple sessions
434 Comparative Analysis with
Theoretical Predictions
The empirical results aligned closely with
theoretical vulnerability assessments:
1. Authentication  Bypass:  Confirmed
hypothesis that simplified authentication
mechanisms prioritizing user experience
created exploitable security gaps
2. Protocol Weaknesses: Validated
prediction that unencrypted command
structures would be vulnerable to replay
and forgery
3. Physical Attack Vector: Demonstrated
effectiveness of mobile platform approach,
confirming the practical feasibility of the
theoretical attack model
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4.3.5 Statistical  Significance of
Findings

Statistical analysis of the experimental data

confirmed the significance of the identified

vulnerability:

1.  Chi-square tests comparing success rates
across scenarios yielded p-values < 0.01,
indicating that the observed exploitation
success was not attributable to random
chance

2. ANOVA testing across firmware versions
showed no significant difference in
vulnerability (F = 1.24, p=0.38)

3. Bootstrap resampling analysis confirmed
the reliability of the success rates with 95%
confidence intervals of +3.2%

4.6 Discussion

Implications for Smart Device Security

The successful demonstration of unauthorized

control has significant implications for smart

home security:

1.  Physical Safety Concerns: The ability to
control  lighting  remotely  without
authorization raises concerns beyond mere
inconvenience. In scenarios where lighting
is integrated with security systems or used
to simulate occupancy during absence, this
vulnerability could potentially facilitate
physical security breaches. Moreover, the
psychological impact of experiencing
unauthorized control of home devices
should not be underestimated.

2.  Gateway Effect: As identified by Ling et
al. (2017), smart lighting often represents
the entry point for broader smart home
adoption. ~ Vulnerabilities in  these
foundational devices may discourage
adoption of more advanced systems or,
conversely, lead to the propagation of
insecure practices throughout a user’s
expanding smart home ecosystem.

3.  Trust Erosion: The disconnect between
consumer expectations of device security
and the reality demonstrated in this
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research contributes to trust erosion in IoT
technologies. This aligns with findings by
Zeng et al. (2017), who noted that security
concerns represent the primary barrier to
smart home technology adoption among
security-conscious consumers.
Analysis of Root Causes of Vulnerabilities
The identified vulnerabilities can be attributed to
several root causes:
Design  Prioritization: The manufacturer
appears to have prioritized user convenience and
seamless operation over robust security
implementation. This is evidenced by the
simplified authentication mechanisms for
ongoing commands after initial pairing,
suggesting an architectural decision to reduce
operational friction at the expense of security
rigidity.
Communication Protocol Weaknesses: The
reliance on HTTP rather than HTTPS for device
control communications represents a
fundamental security oversight. While this
choice likely reduces processing overhead on
resource-constrained devices, it creates an
inherent vulnerability to traffic interception and
command forgery.
Insufficient Authentication Persistence: The
authentication model employed by the device
appeared to establish trust during initial pairing
but failed to maintain rigorous validation for
subsequent commands. This resembles a
session-based authentication approach without
proper session security controls.
Limited Threat Modeling: The vulnerability
suggests insufficient threat modeling during
product development, particularly regarding
physical proximity attacks. The manufacturer’s
security model likely assumed that network
access control (WPA2) would provide sufficient
protection without implementing additional
device-level validation.
Comparison with Similar Studies
Our findings align with and extend previous
research in IoT security:
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1. Zhang et al. (2020) identified similar
authentication weaknesses in smart home
devices but did not demonstrate practical
exploitation through a mobile platform
approach. Our research confirms their
conceptual vulnerability assessment with
empirical evidence.

2. Apthorpe et al.(2017) demonstrated
privacy concerns through network traffic
analysis but did not extend to actual device
control. Our work demonstrates that the
implication of observable traffic extends
beyond privacy to direct security
compromises.

3. Ronen et al. (2017) showed catastrophic
security failures in ZigBee-based lighting
systems. Our findings suggest that Wi-Fi-
based systems, despite using more
established security protocols, may suffer
from similar fundamental vulnerabilities
when implementation prioritizes
convenience over security.

Limitations of the Current Research
Despite the significant findings, several
limitations should be acknowledged:
Sample Size: Testing was limited to a single
model of smart bulb from one manufacturer.
While this device represents a popular consumer
choice, the findings cannot be generalized to all
Wi-Fi-controlled lighting products without
further testing.
Environmental Controls: The laboratory
environment, while designed to simulate
realistic conditions, did not account for all
variables present in actual home deployments,
such as complex building materials, varied
network configurations, or interference from
other devices.

Attack Sophistication: The demonstrated attack

utilized relatively straightforward techniques

rather than sophisticated exploitation methods.

This was intentional to highlight fundamental

vulnerabilities, but means that even more

effective attack vectors may exist.
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Defensive Measures: The research focused on
vulnerability ~ identification  rather  than
comprehensive testing of potential
countermeasures. More work is needed to
evaluate the effectiveness of proposed security
enhancements.
Practical Significance of Findings
The practical implications of this research
extend to multiple stakeholders:
Consumers: Users of smart lighting systems
may be unaware of the potential security risks
associated with these devices. The demonstrated
vulnerability affects not just privacy but direct
control of home environments.
Manufacturers: The findings highlight the need
for more rigorous security testing and the
importance of balancing user experience with
robust security implementation. The
vulnerability identified is fundamental rather
than incidental, suggesting architectural
reconsideration may be necessary.
Security Community: The mobile platform
approach demonstrates an emerging attack
vector that may be applicable to a wide range of
IoT devices beyond lighting systems. This
methodology provides a template for future
security assessments.
Regulatory Bodies: The ease with which
security was bypassed suggests potential gaps in
certification = standards and  compliance
requirements for loT devices, particularly those
marketed for home use.

4.7 Security Recommendations
Based on our findings, we propose a
multilayered approach to addressing the
identified vulnerabilities and enhancing the
overall security posture of smart lighting
systems.

4.5.1 Device-Level

Improvements

Security

Manufacturers should implement the following
security enhancements:
1. End-to-End Encryption:
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Implement HTTPS for all control
communications

Utilize TLS 1.3 or later with strong
cipher suites

Ensure certificate validation on both
client and device

2. Robust Authentication Mechanisms:

Implement OAuth 2.0 or similar token-
based authentication

Enforce short token lifetimes with
automatic renewal

Require re-authentication for sensitive
commands

Eliminate  hardcoded or  default
credentials

3.  Secure Firmware Architecture:

Implement secure boot mechanisms
Digitally sign firmware updates
Establish secure update channels with
verification

Segregate critical security functions in
protected memory

4. Anomaly Detection:

Implement rate limiting for control
commands

Flag and alert on unusual command
patterns

Monitor for suspicious connection
attempts

Develop fallback mechanisms for
potential attack scenarios

4.5.2 Network-Level Protection

Measures

Network architecture plays a crucial role in

mitigating potential vulnerabilities:
1. Segmentation:
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Isolate IoT devices on a separate
network segment

Implement VLAN separation for
different device categories

Apply specific firewall rules to IloT
network segments

Limit cross-segment communication to
essential services

2. Access Controls:
—  Implement MAC address filtering for
IoT devices
—  Use strong, unique passwords for IoT
network segments
—  Consider implementing 802.1X
authentication where supported
—  Deploy network intrusion detection
systems with loT-specific rules
3. Traffic Monitoring:
—  Establish  baseline = communication
patterns for devices
—  Monitor for unusual connection
attempts or data patterns
—  Implement automated alerts for
suspicious activity
—  Perform regular security audits of
network traffic
4.  Gateway Security:
—  Deploy secure IoT gateways with
enhanced security features
—  Implement DNS-based filtering of
suspicious connections
—  Consider application-level proxies for
IoT communication
—  Keep gateway firmware updated with
security patches
4.5.3 User Awareness and Best
Practices
Consumer education represents a critical
component of the security ecosystem:
1. Setup and Configuration:
—  Change default device passwords
immediately after installation
— Disable wunnecessary features and
services
— Update firmware before connecting
devices to the network
—  Register devices with manufacturers for
security notifications
2. Network Hygiene:
—  Create dedicated networks for smart
home devices
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Use complex passwords and WPA3
where available

Regularly update router firmware
Disable remote administration features
when not needed

3. Ongoing Maintenance:

Regularly check for and apply firmware
updates

Periodically review connected devices
Monitor for unusual device behavior
Maintain an inventory of smart devices
with version information

4.  Privacy Considerations:

Understand data collection practices of
connected devices

Review and limit permissions granted to
mobile applications

Consider location and placement of
devices with sensitive capabilities
Regularly audit app permissions and
device settings

4.54 Industry  Standards and

Compliance Recommendations

Broader ecosystem improvements are necessary

to address systemic vulnerabilities:
1. Standards Development:

Establish minimum security
requirements for consumer loT devices
Develop certification programs with
regular security assessments

Create  standardized  vulnerability
disclosure processes

Harmonize  international security
standards for IoT

2. Regulatory Frameworks:

Implement mandatory security labeling
for consumer loT products

Require security updates for a minimum
supported lifetime

Establish liability frameworks for
security breaches

Develop compliance  verification
methodologies

3. Industry Collaboration:
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—  Form security information sharing
communities

—  Establish common vulnerability
databases for IoT

—  Develop shared security testing
methodologies

—  Create open-source security tools
specific to loT ecosystems

4. Academic and Research Initiatives:

—  Increase funding for IoT security
research

—  Develop academic curricula focusing on
embedded system security

—  Encourage publication of security
findings

— Bridge the gap between academic
research and industry implementation

4.5.5 Future-Proofing Strategies

Long-term security resilience requires forward-
looking approaches:
1.  Emerging Technologies:

—  Explore post-quantum cryptography for
IoT applications

—  Investigate lightweight security
protocols  for  resource-constrained
devices

—  Research  hardware-based  security
features for low-cost implementation

—  Develop Al-driven security monitoring
specific to loT environments

2. Lifecycle Management:

—  Design devices with security update
capabilities beyond expected product
life

—  Implement graceful degradation for
devices reaching end-of-support

—  Develop secure decomissioning
protocols for disposal or replacement

—  Create migration paths for security
feature upgrades

3. Resilience Planning:

—  Design systems to maintain critical

functionality during attack scenarios
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—  Implement automatic isolation for
compromised devices

—  Develop recovery mechanisms for
affected systems

—  Establish backup control mechanisms
independent of primary channels

5. CONCLUSION

This research has provided a comprehensive

examination of security vulnerabilities in Wi-Fi

controllable smart bulbs, demonstrating the
feasibility of unauthorized access and control
through a systematic penetration testing
approach. The findings contribute significant
insights to the growing body of knowledge on

IoT security while raising important concerns

about the current state of smart home device

protection.

Summary of Key Findings

Our experimental results revealed several critical

security issues:

1.  The tested smart lighting system exhibited
consistent vulnerability to unauthorized
control across multiple test scenarios, with
success rates ranging from 78% to 94%,
indicating a fundamental weakness in the
authentication architecture.

2. The communication protocols employed
prioritized operational convenience over
security rigor, enabling the exploitation of
command structures through traffic
analysis and replication without requiring
full network access.

3. The lack of robust command authentication
after initial pairing created a persistent
vulnerability that remained exploitable
across power cycles and firmware versions,
suggesting an architectural rather than
implementation-specific weakness.

4. The mobile robot platform proved an
effective vector for reconnaissance and
exploitation, highlighting the practical
feasibility of physical proximity attacks
against smart home systems.
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5. Conventional network security measures
(WPA2) proved insufficient to protect
against device-specific exploitation when
control communications lacked proper
authentication and encryption.

These findings emphasize that security
vulnerabilities in smart home devices extend
beyond theoretical concerns to practical
exploitability, with potential implications for
user privacy, data security, and even physical
safety.
Broader Implications for IoT Security
The demonstrated vulnerabilities highlight
several broader implications for IoT security:
First, our research underscores the “security
debt” accumulating in the rapidly expanding loT
ecosystem. As manufacturers prioritize market
entry and user experience over security
robustness, they create an installed base of
vulnerable devices that may remain in use for
years. This creates a challenging security
landscape where vulnerability remediation must
contend with legacy deployments and limited
update capabilities.
Second, the findings suggest that conventional
security paradigms focused primarily on
network perimeter protection are insufficient for
IoT  environments. Device-level security
implementation must be considered an essential
component of the security architecture rather
than an optional enhancement.
Third, the research demonstrates how the
interconnected nature of smart home systems
creates potential for cascading security failures,
where vulnerabilities in seemingly simple
devices like lighting systems can potentially
compromise broader home networks or
automation systems.

Finally, the ease with which the tested devices

were compromised raises questions about the

adequacy of current regulatory frameworks and
industry standards for IoT security. The gap
between consumer expectations of security and
the reality of implementation suggests a market
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failure that may require regulatory intervention

to address effectively.

Contribution to Knowledge

This research contributes to the field of IoT

security in several significant ways:

1. It provides empirical validation of
theoretical vulnerability models through
practical demonstration, bridging the gap
between conceptual security analysis and
real-world exploitation.

2. The mobile robot platform approach
extends existing research methodologies by
introducing a practical physical vector for
security testing that more accurately
reflects  potential  real-world  attack
scenarios.

3. The detailed analysis of communication
protocols and authentication mechanisms
contributes to the understanding of
common security anti-patterns in IoT
design, potentially informing more secure
future implementations.

4. The comprehensive security
recommendations ~ framework  offers
actionable guidance for stakeholders across
the IoT ecosystem, from device
manufacturers to end users and regulatory
bodies.

5. The research methodology demonstrates an
effective ~ approach  to  responsible
vulnerability disclosure and testing that
balances the need for security awareness
with ethical considerations.

Directions for Future Research

While this study has provided valuable insights

into smart lighting security, several promising

directions for future research emerge:

1. Expanded Device Coverage: Extending
the analysis to a broader range of smart
bulb models and manufacturers would help
determine =~ whether  the  identified
vulnerabilities represent industry-wide
patterns or vendor-specific issues.
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2. Cross-Protocol Analysis: Comparative
security assessments of smart lighting
systems using different communication
protocols (Wi-Fi, Zigbee, Bluetooth,
Matter) could identify protocol-specific
vulnerabilities and best practices.

3.  Authentication Enhancement:
Development and testing of lightweight yet
robust authentication mechanisms suitable
for resource-constrained IoT devices
represents a crucial area for further
research.

4.  Scalable Penetration Testing: Evolution
of the mobile platform approach to enable
efficient testing of multiple device types
could help establish a standardized
methodology for loT security assessment.

5. User Perception Research: Studies
exploring user awareness, understanding,
and prioritization of IoT security features
would help bridge the gap between
technical security capabilities and market
demand.

6. Regulatory Framework Development:
Research  on  effective  regulatory
approaches and compliance verification
methodologies could help establish
meaningful security standards without
stifling innovation.

Conclusion:
The security of smart home devices remains an
evolving challenge requiring collaboration
between researchers, manufacturers, users, and
regulatory bodies. This research demonstrates
that even seemingly simple devices like smart
bulbs can  harbor significant  security
vulnerabilities with potentially far-reaching
implications. By highlighting these issues and
proposing practical countermeasures, we hope to
contribute to the development of a more secure
and trustworthy loT ecosystem that delivers on
the promise of smart home technology without
compromising user security or privacy.
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